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Who

® Anne Jan Brouwer
NoProtocol BV
high level architecture

® Bas van Sisseren
Quarantainenet BV
low level embedded




European hacker events

oEvery 4 years in NL
Osince 1993

®Other “odd” years in DE
Osince 1999

eOn “even” years smaller ones

oSHA2017/



Event badges
e CCCamp 2011

O rOket

e EMF TiLDA

O Many iterations

e CCCamp 2015

O radlo
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SHA2017/ Badge

® Core values:
O Function as a badge &= 27 994 '
O Augment event | & Béis
O Easy to hack

® Distribute 3500+ awesome devices
O All attendees, when they enter event



Brainstorms

® CCCamp augustus 2015

O Big OLED screen
O OpenWRT

® ETHO Winter 2016

O E-ink
O ESP32

® EMF camp augustus 2016

O MicroPython
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-~ Hardware

- Proof of Concept




SHA201/ Badge

PoC September 2016

® Arduino (Atmega328)
® Linksprite driver breakout 2.04" e-ink
e GDEHO29A1 e-ink 2.9

® Analog Joystick and push button






- Hardware

"Revisions







SHA2017 Badge

v0.0.x December 2016 ' . il
p dF" SUPPDI“tS compl fﬂ

-1
multiple files 1N par
N9 MHeo all of the b U

& & commands can be run a
As ‘make —JN* where *N° 1S
', the number of par*alle%

ESP32 e
CP2102 USB-serial
Digital joystick & buttons .
Development area
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SHA201/ Badge

v 0.1.0 Februari 2017/
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e GDEH029A1 o o
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® CPT112S Capacitive touch + proximity
® FXL6408 |/O expander







SHA2017 Badge

e DEPG0290B1 '
e CP2102
® MPR121QR2 Capacitive touch + 1/0
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Chance of rain: 0%

\‘ Do not Touch




- Hardware

Overview




SHA2017 Badge

O Dual core 240 MHz Tensilica LX6
O WiFi + BTLE

DEPG0290B1

o AMEPD

O 296x128 pixels 1 bit

CP2102

O USB-serial

MPR121QR2

O Touch controller and 1O multiplexer
TP4056

O Battery charger
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SHA201/ Badge

® 4000 bags

® 4000 flyers

® 4000 lanyards

® 4000 batteries

® 3000 pieces of velcro
e 24000 RGBW LEDs
® 4000 vibrators
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Software

Overview




SHA201/ Badge

o This organization Search

® | ow-level

)/

Pull requests Issues Marketplace Explore

SHA2017 Badge Team

SHA2017 Badge team for the SHA2017 event

o
O Hardware drivers " e e

E]Repositories 15 People 11

O OTA update

= Firmware
O ESP32 firmware for the SHA2017 badge
®@Cc K54 ¥28
: .
l n = micropython-esp32
I C O y O Forked from micropython/micropython-esp32

MicroPython ported to the SHA2017 badge
l \ I . ﬁ

®Cc %9 ¥mn

Projects 0 Settings

= PCB

PCB Designs for the SHA2017 Badge

Eagle %29 ¥5

= Hatchery

Web repository for micropython badge apps

@®rHP %6 ¥5

= Scarves

Scarf PCB Designs for the

Eagle W1 ¥1

= bpp
Bpp protocol stuff

@Cc %7 ¥3



Development

® Separate repositories

® \Workflow for cooperation
O Use pull requests
O Github issues

® Put everything in CI




Development

e ESP-IDF

O Extremely nice for developing
® Kconfig

O Build time options

O Hardware revisions

O Displays



SHA Badge e-ink default display type
Use the arrow keys to navigate this window or press the
hotkey of the item you wish to select followed by the <SPACE
BAR>. Press <?> for additional information about this

( ) GDEH@29A1




SHA2017/ Badge

E-ink “limitations”:
® 1 bit
® Slow display updates




E-Ink update magic

// GDEHO029A1
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Faster e-Ink

® Ghosting

NS [= =] IN W 2 \
10 Ay -
#

saturday 24°C

sunday 23°Cp
Monday 24°C

(
i
!

e——— ~remed 4

~hance of rain: 0%

I o




S e W S Lt 1 et e SR et LIS L an leigl SR e, 7
B B T e Lot P SO PR SR = B A+ | g WL i Seidy S -
BT S vy_‘- ok £ ol i P s~ s ik

.
. oK ' o - » 2ol FoF h W 1
i b - ]
i, - l
- §
I 1] w ¢
; i

Use ghosting to our advantage.

A/ NLUUG
esplit image in planes - 1 \
estart with black
®1st plane: 16 cycles *
e2nd plane: 8 cycles

®and so on...

A/NLUUG

NLUUG )



more E-Ink magic

// DEPG0290B1
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SHA201/ Badge

oL EDs

stream of bytes (g,, r,, by, W,, g, F1, b, Wy, ...)

e\ ibrator motor
on/off



SHA201/ Badge

e Power management:
O CPU Sleep Mode
OSDcard, LEDs

e Power measurement:
O Battery

OoUSB



SHA201/ Badge

Capacitive Touch Buttons

Configurable per input channel:
®'touch’ level
®'release’ level



Badge first boot

] i J v v ap oy

L ."\-.

B SHA2017-Badge build #18

23

| . § odd readings for button SELECT. Chigh)
| ¥ S teueh button SELECT. 1}/

-

R¥ "PRIZ1 of
Meazure power
Htat::e:'i 15 not charaqir
vbat = DA60 U 3
Vush = 5604
FOWer measyurements ~
fead sdcard-detect [in,

No sdcar d detectesd ¢ -
TDDD t%ft Ini +: 1 o o
Wifi test ok
TE*':‘-tlrvg ljl:lr}li:l
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MicroPython

Why?

® Based on Python

® Quicker development of “apps”
® Easy to use for target audience

No need for complicated toolchains to develop apps
® Ecosystem




MicroPython

micropython/esp32

® |[mplementation based on:
https:/github.com/micropython/micropython-esp32

® Still very experimental
® Many libraries available
® \Weird quirks

O own Vfs (clashed with esp-idf vfs)
O date time (not unix timestamp)



MicroPython

Simple API for all peripherals:
® LEDs:

Bege BECESE 5 and e LElTiro2alida s e Uil BBl Gl S 08

® Vibrator motor:

Pad e Fulora t oractdvateUxcla)

® SDcard:

pareigie WOt sdearai )



MicroPython

® Boot state read from NVS
O Run named application
O OTA update
O First boot




MicroPython

Multiple graphics libraries:
® UGFX

O TILDA uGFX widgets
® Special PNG loader
® Special JPG loader

® 3 gzip Implementations? GFX



MicroPython emulator

micropython/unix

® UGFX SDL
® Buttons, LEDs and buzzer

clang: warning: argument unused during compilation: '-pthread’ |-Wunused-command-Line-argument ]
__TEXT __DATA __OBJC others dec hex —
684032 94208 0O 4295009764 4295788004 1000c85e4 @ @ uGFX

v’~f’PruJect.?.fshubudge;’Flrmwarefmcrnpythnnx’umx [esp32|+ Z2.2r 3] i L .l.l.ll l.l.l
16:52 $ ./micropython

MicroPython v1.8.6-1528-gc93a32af-dirty on 2017-06-16; darwin version
Use Ctrl-D to exit, Ctrl-E for paste mode

>>> import woezel

>>> woezel.install('game_of_life')

Installing to: /Users/annejan/.micropython/lib/

Warning: badge.sha2017.org SSL certificate is not validated

Not (yet) checking if game_of_life already installed

Not (yet) checking if version 3 already installed

Installing game_of_life 3 from https://badge.sha2017.org/eggs/game_of_life59419c¢9739563.tar.gz
>>> import game_of_life




Woeze]

® Fork of upip

® Version handling

® Separate folders

® Listing

® Searching

® [LS validation ussl
for *.sha2017/.org



Name
Rain
NLUUG Schedule
ov_departures
Bootmanager
Thermostat
TempSense
Badgeric
/dev/plant
ShowNickAndTags
SpaceStateVa
EasyMQTT

MQTT Example

WIKI CODING HELP

Revision

22

1

12

18

129

28

Size of zip

1083
8553
2097
1406
5430
1441
1292
548
1089
1137

Q06

237

GITHUB

TWITTER

Size of content

4371
32493
7059
3690
15675
3368
2815
590
2773
2288
1500

1056

SHA2017 Hatchery

Contributors: 296 Eggs: 330

Category
utility
event_related
utility
utility
uncategorised
unusable
wearable
data
event_related
uncategorised
data

utility

LOGIN

REGISTER

Last release
11 hours ago
5 days ago
1 week ago
1 week ago
1 day ago
3 weeks ago
1 month ago
1 month ago
1 month ago
2 months ago
2 months ago

2 months ago



Hatchery

® €885

® |SON

® revisions

® category

® status

® dependencies




weather

Description Category
Weather app, thanks doebi Event related =
Status
Working =
Dependencies
Game of Life
wlan
Mandelbrot
Z R
Dependants
e f1
TODO: Image / screenshot? Publish &rses
File Last edited Size in bytes m Revision Published
weather.py 2017-07-12 07:52.03 3354 16 No
__init__py 2017-07-12 075203 27 15 Yes
14 Yes

Upload Python, Text or PNG image files.

13 Yes



Hatchery s

E-Mail Address

Password

Confirm Password

® CodeMirror editor
O vim, emacs bindings
‘ pyﬂ a keS Hatchery Eggs  NLUUG Schedule  fahrplan,py

fahrplan.py

O code checker

### Fahrplan Module for Event schedule Egg
### Author: f0x, edited by Renze
### License: GPLv3

### Screen is divided in three columns, each representing a track

### each column represents a time period of 2 hours

[ [ ®
‘ import ugfx, badge, wifi
import json, time

import urequests as requests

O minimize dictionary s e -2

selected




Hatchery

® Easy to use, quick to make
® Laravel 54
e PHP 7.1+

® Unit tested
O No guarantee




SHA201/
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3650 participants

4 days




SHA2017/ Badge Bar

® 500+ Kg “stuff”
® Badge Bar tent

® | ast rework at day O
A badge for every visitor

® | EDs and vibrator soldering
® Re-flashing firmware






>256 apps

+40 tagged ‘event related’

® Schedule

® SHA201/Game > 700 participants > 150 winners
® Village apps

)
® Logos h
® LED eyesore %ﬂ




Countering malware

Options:

® Stricter APIs
° Blocklng known bad apps
® Or.

ID: mmokhi
un{m::k ur badge 4 free ;)




Safe mode

Boot while pressing ‘Start’ key. This disables:

eBackground services
®| oading of unknown modules

eSleeping u.%'

|

BAS

Safe Mode - services disabled Bl

Sleep disabled - will drain battery quickly &
Press Reset button to exit IR

P N | | | F ugan |



SHA201/ Badge

SHA2017 Badge Team

@5HA2017Badge

B:

To whoever pwnd our flashing station:
we salute and thank you! Please meet
the badge team! Come and say hi




SHA201/ Badge

® Firmware 937 commits 17 contributors
® UGFX 61 commits 6 contributors

® MicroPython 1242 commits 22 contributors
e Autoflasher 90 commits 3 contributors

® Hatchery 200 commits 5 contributors

® Ap pS 330 €885 15796 commits 296 contributors



SHA2017 Badge

- Jolla 16
-= Raspberry_Pi 49
-= Aruba 118
- Windows 490
- Apple_Mac 675

Unknown 735
- Apple 898
o Linux 1425
- Android 1781
- espressif 1998



- Questions?
https:/badge.sha2017.org
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MicroPython
UGFX example:

ugtx.clear ()
Ugpfes, SFErl T fchinc el 64,8 Hds i sdis = ug i BLACK)
MER S 3 @ lmiclcol o opdlh [ e sms 2 sRor mRE R Sl g e BT A K. )

e Sceu? gatipie g lavek (L &= B0 = IBSZves S Sl VG ISRl s
BROD 46 g0 @K 7 S MBI A Gl e st s treh iz E e miecind

S Ay s ad el ol gy $ULE T e I E RO )



MicroPython
PNG example:

ugtx.clear ()

ERTICE XS S ENGHY gade B
ugfx.display image (0, 0, '/media/hacking.png')

# alternative: own PNG loader
badgesfeink ipng (0, 20, '/media/hacking:png")

Ll SN UG P GREY SC AL E
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