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Who
● Anne Jan Brouwer

NoProtocol BV
high level architecture

● Bas van Sisseren
Quarantainenet BV
low level embedded



European hacker events
●Every 4 years in NL
○since 1993

●Other “odd” years in DE
○since 1999

●On “even” years smaller ones

●SHA2017



Event badges
● CCCamp 2011

○ r0ket
● EMF TiLDA

○ Many iterations
● CCCamp 2015

○ rad1o





SHA2017 Badge
● Core  values:

○ Function as a badge
○ Augment event
○ Easy to hack

● Distribute 3500+ awesome devices
○ All attendees, when they enter event



Brainstorms
● CCCamp augustus 2015

○ Big OLED screen
○ OpenWRT

● ETH0 Winter 2016
○ E-ink
○ ESP32

● EMF camp augustus 2016
○ MicroPython





Hardware
Proof of Concept



SHA2017 Badge
PoC September 2016

● Arduino (Atmega328)
● Linksprite driver breakout 2.04” e-ink
● GDEH029A1 e-ink 2.9”
● Analog Joystick and push button





Hardware
Revisions





SHA2017 Badge
v 0.0.x December 2016

● ESP32
● GDEH029A1
● CP2102 USB-serial
● Digital joystick & buttons
● Development area





SHA2017 Badge
v 0.1.0 Februari 2017

● ESP32
● GDEH029A1
● CP2102
● CPT112S Capacitive touch + proximity
● FXL6408 I/O expander





SHA2017 Badge
v 1.0.x May 2017

● ESP32
● DEPG0290B1
● CP2102
● MPR121QR2 Capacitive touch + I/O





Hardware
Overview



SHA2017 Badge
● ESP32

○ Dual core 240 MHz Tensilica LX6
○ WiFi + BTLE

● DEPG0290B1
○ AMEPD
○ 296x128 pixels 1 bit

● CP2102
○ USB-serial

● MPR121QR2
○ Touch controller and IO multiplexer

● TP4056
○ Battery charger







SHA2017 Badge
● 4000 bags
● 4000 flyers
● 4000 lanyards
● 4000 batteries
● 8000 pieces of velcro
● 24000 RGBW LEDs
● 4000 vibrators 







Software
Overview



SHA2017 Badge
● Low-level

○ Hardware drivers
○ OTA update
○ BPP

● MicroPython
● Applications



Development
● Separate repositories
● Workflow for cooperation

○ Use pull requests
○ Github issues

● Put everything in CI



Development
● ESP-IDF

○ Extremely nice for developing
● Kconfig

○ Build time options
○ Hardware revisions
○ Displays





SHA2017 Badge
E-ink “limitations”:
● 1 bit
● Slow display updates



E-ink update magic
// GDEH029A1
unsigned char LUTDefault_part[30] = {
    0x10,0x18,0x18,0x08,0x18,0x18,0x08,0x00,0x00,0x00,
    0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
    0x13,0x14,0x44,0x12,0x00,0x00,0x00,0x00,0x00,0x00
};

unsigned char LUTDefault_full[30] = {
    0x02,0x02,0x01,0x11,0x12,0x12,0x22,0x22,0x66,0x69,
    0x69,0x59,0x58,0x99,0x99,0x88,0x00,0x00,0x00,0x00,
    0xF8,0xB4,0x13,0x51,0x35,0x51,0x51,0x19,0x01,0x00
};



Faster e-ink
● “Burn-in”
● Ghosting



Greyscale
Use ghosting to our advantage.

●split image in planes
●start with black
●1st plane: 16 cycles
●2nd plane: 8 cycles
●and so on...



more E-ink magic
// DEPG0290B1
unsigned char LUTDefault_full[70] = {
    0xA0,0x90,0x50,0x00,0x00,0x00,0x00,
    0x50,0x90,0xA0,0x00,0x00,0x00,0x00,
    0xA0,0x90,0x50,0x00,0x00,0x00,0x00,
    0x50,0x90,0xA0,0x00,0x00,0x00,0x00,
    0x00,0x00,0x00,0x00,0x00,0x00,0x00,
    0x0F,0x0F,0x00,0x00,0x00,
    0x0F,0x0F,0x00,0x00,0x02,
    0x0F,0x0F,0x00,0x00,0x00,
    0x00,0x00,0x00,0x00,0x00,
    0x00,0x00,0x00,0x00,0x00,
    0x00,0x00,0x00,0x00,0x00,
    0x00,0x00,0x00,0x00,0x00
};



●LEDs
stream of bytes (g0, r0, b0, w0, g1, r1, b1, w1, …)

●Vibrator motor
on/off

SHA2017 Badge



●Power management:
○CPU Sleep Mode
○SDcard, LEDs

●Power measurement:
○Battery
○USB

SHA2017 Badge



Capacitive Touch Buttons

Configurable per input channel:
●‘touch’ level
●‘release’ level

SHA2017 Badge



Badge first boot



OTA updates
● 2 Firmware partitions
● HTTPS

with certificate pinning

● Update notification



MicroPython
Why?
● Based on Python
● Quicker development of “apps”
● Easy to use for target audience

No need for complicated toolchains to develop apps

● Ecosystem



MicroPython
micropython/esp32
● Implementation based on:

https://github.com/micropython/micropython-esp32
● Still very experimental
● Many libraries available
● Weird quirks

○ own vfs (clashed with esp-idf vfs)
○ date time (not unix timestamp)



MicroPython
Simple API for all peripherals:
● LEDs:

badge.leds_send_data(b'\x04\x01\x01\x01' * 6)
● Vibrator motor:

badge.vibrator_activate(0xc0a)
● SDcard:

badge.mount_sdcard()



MicroPython
● Boot state read from NVS

○ Run named application
○ OTA update
○ First boot



MicroPython
Multiple graphics libraries:
● uGFX

○ TiLDA uGFX widgets
● Special PNG loader
● Special JPG loader
● 3 gzip implementations?



MicroPython emulator
micropython/unix
● uGFX SDL
● Buttons, LEDs and buzzer



Woezel
● Fork of upip
● Version handling
● Separate folders
● Listing
● Searching
● TLS validation ussl

for *.sha2017.org





Hatchery
● eggs
● json
● revisions
● category
● status
● dependencies





Hatchery
● CodeMirror editor

○ vim, emacs bindings
● pyflakes

○ code checker

● Hacked minigzip
○ minimize dictionary



Hatchery
● Easy to use, quick to make
● Laravel 5.4
● PHP 7.1+
● Unit tested

○ No guarantee



SHA2017
Zeewolde

3650 participants

4 days



SHA2017 Badge Bar
● 500+ Kg “stuff”
● Badge Bar tent
● Last rework at day 0

A badge for every visitor

● LEDs and vibrator soldering
● Re-flashing firmware





>256 apps
±40 tagged ‘event related’
● Schedule
● SHA2017Game > 700 participants > 150 winners

● Village apps
● Logos
● LED eyesore



Countering malware
Options:
● Stricter APIs
● Blocking known bad apps
● or …



Safe mode
Boot while pressing ‘Start’ key. This disables:
●Background services
●Loading of unknown modules
●Sleeping



SHA2017 Badge



SHA2017 Badge
● Firmware 937 commits 17 contributors

● uGFX 61 commits 6 contributors

● MicroPython 1242 commits 22 contributors

● Autoflasher 90 commits 3 contributors

● Hatchery 200 commits 5 contributors

● Apps 330 eggs 15796 commits 296 contributors



SHA2017 Badge



Questions?
https://badge.sha2017.org



MicroPython
UGFX example:
 ugfx.clear()

 ugfx.fill_circle(64, 64, 48, ugfx.BLACK)

 ugfx.rounded_box(128, 32, 152, 32, 8, ugfx.BLACK)
 
 ugfx.string_box(128, 32, 152, 32, 'SHA Badge',

 'Roboto_Black22', ugfx.BLACK, ugfx.justifyCenter)

 ugfx.flush(ugfx.LUT_FULL)



MicroPython
PNG example:
 ugfx.clear()

 # uGFX’s PNG loader
 ugfx.display_image(0, 0, '/media/hacking.png')

 # alternative: own PNG loader
 badge.eink_png(0, 0, '/media/hacking.png')

 ugfx.flush(ugfx.GREYSCALE)


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65

