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Anne Jan Brouwer

@annejanbrouwer                          github.com/annejan
Developer / Hacker / Geek

NoProtocol / NOISE

Badge.team
QtPass.org
AngryNerds podcast

flickr.com/dvanzuijlekom



  

February 2020



  

How / when it all started

March 2020 – October 2020
Appathon

CoronaMelder (notification app)

             Ron Roozendaal ANP



  

Hackers in my government?

If you know so well . . prove it!

Get in people you can trust . .

People that do very public work
People you have worked late nights with 
People who organize hacker camps
People running hackerspaces

Brenno de Winter
foto: Ivar Pel



  

Lord BugBlue

Mendel Mobach
Does weird things with computers

Crypto & Security Architect

Hack42 Boardmember
AngryNerds podcast
Likes to talk about weird interfaces & connections

flickr.com/dvanzuijlekom
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More hackers

Brenno calls Mendel for CoronaCheck

Just a few weeks
Simple app

Privacy first
Secure by design
No willing person left behind

flickr.com/dvanzuijlekom



  

November 2020
Everyone working hard 
            on CoronaMelder



  

December 2020

Oops, vaccines are here!!
Registration software not ready
Development hindered by government processes

Brenno de Winter calls Anne Jan
Just a few weeks
Simple web app
Needs to be secure
Plan C so work under the radar

Niels Hatzmann



  

15 December 2020

09:00
Start of the first workday

10:00
Basic design ready

11:00
First commits to braniebananie repo

18:00
First design review

Secure WorldInsecure World

Webbrowser

Harrie-3 branie

Harrie-4 bananie

PostgreSQL

Harrie-5 zeiko

PostgreSQL

Harrie-6 keiko

Webbrowser

https

sql

https
+ client cert

sql

sql

https

sql

Private
KEYS

Memory

Public 
EC key

Memory

RSA
pubkey



  

15 December 2020

CI all the things
Will be a separate talk some day

Set the bar as high as possible

Test driven
Where needed

Layers of testing



  

16 December 2020

11:00
Pictures of bananas in the supermarket to hide the front page

13:00
Help arrives (developers, …)
PR’s with review

Four eyes principle

Your CI is tough on us ;-)



  

17 December

Anne Jan’s birthday
Remote family party (corona, you know)



  

18 - 21 December

Managing a team for the first time 😲

Standup at 10:00 keep it short
– What have you done
– What will you do
– Need anything from anyone

Weekends and holidays we’ll do standup at 13:00



  

18 - 21 December

Managing a team for the first time 😲

During introduction explain the most important rule

stillwaterschools.org



  

18 - 21 December

Managing a team for the first time 😲

First PR always breaks

This let’s new members setup
linting, analysis etc. in IDE
Have new members update
documentation 

cppng.com/freepng/35439



  

22 December

Searching for a hosting provider for plan C (us)

Almost everything closed

Government doesn’t work holidays, no option.

3 providers found, assessment needs to be done

commons.wikimedia.org/wiki/User:DrJanaOfficial



  

23 December

HSM needed for storing encryption keys

HSM’s not to be provided in a few days

Solution found: YubiKeys

Key ceremony needed for provisioning



  

YubiKeys

Cool hardware:
Cheap
Available (next day double click order)
Capable

Standard libraries
PKCS#11

Yubinerd123



  

25 December

Workday #10

More work on the application, backends
First sysadmin onboarded
DBA added to team
– Brothers so redundant



  

26 December

Workday #11

kakhiel.nlNick ten Cate



  

31 December 2020

© Chris Hoppenbrouwer

Order to stop working at 18:00 and enjoy the evening
Re-introducing to friends, family etc . .

No fireworks



  

1 January 2021

13:00 first meeting of the day, end of the no-work order
First real machines run
Application name changed
Long weekend, so no distractions from other people



  

2-4 January 2021

Whole team working hard

Application needs to go live on the 5th
Exchanging data to RIVM tested, somehow
Exchange exchanged to secure exchange
 

DPV 161 



  

Data models

Good for personal hygiene

DPV 161 



  

5 January 2021

Application is ready!!
Last testing in the future production environment

OPTA / DPTA

Acceptance always comes last

openclipart.org/artist/j4p4n



  

5 January 2021

Military (co)operation

Photos: Brenno



  

6 January 2021

07:00
SELECT 1;

BEGIN;

TRUNCATE registrations;

COMMIT;

07:15
Live [party, sleep]



  Beeld: ©Phil Nijhuis

Nursing home worker Sanna Elkadiri was first to receive the corona vaccine.



  

How do you get through auditing in one go

Good Architecture

Always use 4 eyes principle

Highest level coding standards 

Proper Continuous Integration setup
pngitem.com/so/infinity-symbol



  

Syntax and coding standards
Code flow and data types
Dependency availability & vulnerabilities
Code execution and basic functioning
Unit - / Feature - / End tot End testing

Levels of CI



  

If you can lint it
If you can analyze it
If you can build it
If you can run it
If you can test it

What to CI



  

Here too we apply 4 eyes principle

Everything in Ansible

Deploy-able builds (CI)

Manual production deploys

What about CD



  

Separation of concerns

Separate ops team(s) for DB and Application(s)

Separate repository for database migrations

In practice 3 or 4 people to deploy

What about CD



  

Meanwhile QR-Codes

More privacy with less data
DCC versus domestic CTB
Started small got extended with European connection
Domestic untrackable when using the app

Printable by medical personnel
Requestable by snail mail
Digitally on the website to print
In the CoronaCheck app



  

QR codes - Basic requirements

It should work for everybody
Just optimize most of the people out of the basic basic solution
Biggest optimization first (80/20 rule)
Second optimization (80/20 rule over 20% from the previous one)

I did my absolute best, no clue who created this . . sorry!



  

There are exceptions to every rule

Not everyone gets vaccinated by GGD and get QR via DigID

Everyone should be able to participate in society

No (willing) person left behind



  

Have exception routes day one

True equality

Don’t have marginalized suffer more

Prevent exceptions becoming the rule

Bron: Krant; Foto: Jenny Brouwer



  

DCC goes live

https://twitter.com/hugodejonge/status/1410354136026169358

Anne Jan Brouwer



  

2G/3G/5G?

Lots of political discussion

Prepare for all options

Make it configurable

https://www.3gpp.org/



  

2 hardest problems with computers

00) Naming things 
01) Cache invalidation 
10) Off by 1 errors

Phil Karlton, Martin Fowler & Jeff Atwood
https://twitter.com/codinghorror/status/506010907021828096



  

Off by 1 errors: Birth-dates

A birth-date…. IS NOT A DATE!
Don’t use DATE columns in your database
Not everyone has a (legal) birth-date



  

Naming things: Humans

A lot of naming schemes exist
Not everyone has a first name
Not everyone has a last name
Not everyone has a name
Character set: UTF-8

Accept n thing else!�



  

Cache invalidation

How to delete data you don’t know about

Physical QR

Yellow booklet



  

Big Data

Try to avoid it
Decentralized storage and provisioning
Strong authentication
Client controls data
Use as little data as possible

Joe Public



  

Good thing we have those routes

Estimates are always low ;-)

Queues at Schiphol

Can we scale this thing up?

Evert Elzinga/ANP



  

Ethics Social Impact

Parliament makes the laws
Try to implement the law with the most freedoms possible
Coronavirus is hard to battle, outcomes unsure
Try to give more freedom not less
Everything that restricts should be temporary



  

Ethics: Privacy and Security

Difficulty
Privacy first
Security first
– Together they deliver real privacy

Technical security first, procedural second

Google



  

Finally getting vaccinated

.



  

Future

PoC-ing new UZI authentication methods
PGB 2.0 3.0
Verwerkingsregister

Opensourcing all the things

https://github.com/minVWS/



  

Considerations 

EUPL-1.2

github.com/minVWS

More governmental code reuse

Less Not Invented Here syndrome

publiccode.e
u



  

Considerations 

Make code reuse easy
– LEGO blocks
– DUPLO blocks
– Applications

Get community involved
– Code for NL
– Github issues



  

Questions?

Example questions:

– When will you stop working for the government?
– How are you even allowed to give this talk?
– What is even a ZKVI or CKVP?
– Is VLA a PAP or PAP a VLA?
– Is all the code public now?
– What’s with all them cats?
– What is magic?



  

github.com/minVWS

annejan.com
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